that the abnormal behavior occur, then we consider this malicious coding; authorities have sometimes referred to this code as malware and vandalware. These names relate to the usual effect of such software.
There are many distinct forms of this software that are characterized by the way they behave, how they are triggered, and how they spread. In recent years, occurrences of malware have been described almost uniformly by the [12] . The description of virus in that book does not fit the currently accepted, popular definition of computer virus-a program that alters other programs to include a copy of itself.
Cohen [2] formally defined the term computer virus in 1983-At that time, Cohen was a graduate student at the University of Southern California attending a security seminar. Something discussed in class inspired him to think about self-reproducing code. He The problem has not been restricted to the IBM PC, however, and now affects all popular personal computers. Mainframe viruses may be written for any operating system that supports sharing of data and executable software, but all reported to date have been experimental in nature, written by serious academic researchers in controlled environments (e.g., [6] ). This is probably a result, in part, of the greater restrictions built into the software and hardware of those machines, and of the way they are usually used. It may also be a reflection on the more technical nature of the user population of these machines. [22, 26, 27] . The Worm clogged machines and networks as it spread out of control, replicating on thousands of machines around the Internet. Some authors (e.g., [7] ) labeled the Internet Worm as a virus, but those arguments are not convincing (cf. the discussion in Spafford [25] Thimbleby [33] coined the term liveware to describe another form of self-propagating software that carries information or program updates. Liveware shares many of the characteristics of both viruses and worms but has the additional distinction of announcing its presence and requesting permission from the user to execute its intended functions.
There have been no reports of liveware being discovered or developed other than by Thimbleby and his colleagues.
Other forms of self-reproducing and usually malicious software have also been written. Although no formal definitions have been accepted by the entire community to describe this software, there are some informal definitions that seem to be commonly accepted (cf. [21] ). Several of these are often discussed by analogy to living organisms. This tendency toward anthropomorphism has perhaps led to some confusion about the nature of this software. Rather than discuss each of these software forms here, possibly adding to the confusion-, the remainder of this paper will focus on computer viruses only; the interested reader may peruse the cited references. (Figure 3) .
A second form of classification used by some authors (e.g., [24] Unfortunately, there appears to be no lessening of computer virus activity, at least within the MS-DOS community. Several new viruses are appearing every day. Some of these are undoubtedly being written out of curiosity and without thought for the potential damage. Others are being written with great purpose and with particular goals in mind-both political and criminal. Although it would seem of little interest to add to the swelling number of viruses in existence, many individuals seem to be doing exactly that.
One very reasonable list of properties associated with life was presented in Farmer and Belin [8] . That list included:
• life is a pattern in space-time rather than a specific material object.
• self-reproduction, in itself or in a related organism.
• information storage of a self-representation.
• a metabolism that converts matter/energy.
• functional interactions with the environment.
• interdependence ofparts.
• stability under perturbations of the environment.
• the ability to evolve.
• growth or expansion Let us examine each of these characteristics in relation to computer viruses. 
